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Abstract- Protection of biometric data is gaining interest and 
digital watermarking techniques are used to protect the 
biometric data from either accidental or intentional attacks. 
Among the various biometrics, fingerprints are more famous in 
the authentication area, as they are unique to each person and 
are mainly used for the establishment of instant personal 
identity. However, they are susceptible to accidental and 
intentional attacks, when transmitted over network. Thus, a 
protective scheme is needed which will preserve fidelity and 
prevent alterations. This paper considers two techniques that 
protects of fingerprint biometric data using digital 
watermarking techniques. Both the techniques discussed are 
based on Discrete Wavelet Transformation (DWT). From the 
experimental results, it can be concluded that both techniques 
provide adequate security to the fingerprint data without 
degrading visual quality. Further, the verification performance 
after dewatermarking is also analyzed. 
Keywords-watermarking, fingerprint, discrete wavelet 
transformations, copyright control. 
 
I INTRODUCTION 
 
n recent years, tremendous growth has been witnessed in 
the development of modern technologies like Internet, 
P2P, MMS, etc., which in turn, has made an important 
evolution towards digital distribution of data via network. 
The digital transmission has introduced flexible, cost-
effective communication models that are beneficial in 
commerce transactions. At the same time, they also possess 
some serious drawbacks. It allows individuals, other than 
the owner, to manipulate, duplicate, or access media 
information without owner‟s permission (Lin, 2000). This 
has forced academicians, industrials, and researchers to   
focus   on copyright protection of the intellectual contents. 
Watermarking is a technique that is used to solve this 
problem. „Digital watermarking‟ is a technique which 
allows an individual to add hidden copyright notices or other 
verification messages to digital audio, video, or image 
signals and documents without affecting the overall quality 
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of the original content. „Digital watermarks‟ are information 
added to digital data which can be detected or extracted later 
to make a claim on the original content.  
 
The type of information added can be textual data or an 
image. It is a method that is widely used by industrialists, 
educationalists, and researchers to protect their digital 
content along with other data protection methods like 
encryption, digital signature, etc.   
Apart from working as copyright protection scheme, 
watermarking can also be used as an authentication 
mechanism to prove the validity of data or owner. Common 
Applications of digital watermarking include media‟s 
ownership protection and proof of ownership, authentication  
In addition, tampering detection, hiding information and 
hiding copyright or access control information, etc. Since 
the interest in protecting Intellectual Property Rights (IPR) 
is high, the most studied applications of watermarking are 
proving ownership, authenticating and fingerprinting. 
However, as the embedded information can be generically 
be anything that can be represented by bits, interest in other 
kinds of applications that take advantage of the 
watermarking techniques is also rising. Two types of 
watermarking techniques are available for different 
applications, namely, “Robust Watermarking” and the 
second is called “Fragile Watermarking”. Both are used for 
different application purposes, such as copyright protection 
and multimedia authentication, respectively.  A third type of 
watermarking technique that is slowly becoming popular is 
the “Biometric Watermark.” Biometric watermark is a 
technique that creates a link between a human subject and 
the digital media by embedding biometric information into 
the digital object.  
Watermarking biometric data is growing importance and is 
under research for authentication systems. According to 
Low et al. (2009), biometric watermarking was introduced 
as the synergistic integration of biometrics and digital 
watermarking technology. In the battle of copyright piracy, 
several technological approaches and solutions have been 
suggested and implemented (Schaathun, 2006). The 
watermark is nowadays used in conjuction with several 
biometrics including fingerprint (Jain, 2000), signature 
(Maiorana et al., 2007), face (Tzouveli et al., 2005), hand 
[Jain et al., 2008], voice (Lee et al., 2005), iris (Ryoung et 
al., 2007), retina (Coatrieux et al., 2006).  
Fingerprints are unique biometrics that is mainly used for 
the establishment of instant personal identity. However, they 
are susceptible to accidental and intentional attacks, when 
transmitted over network. Thus, a protective scheme is 
needed which will preserve fidelity and prevent alterations. 
This is more important with respect to biometric identifiers 
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because of their uniqueness. A solution to this situation is 
watermarking. Several techniques exist for the protection of 
biometric data and this paper discusses two techniques that 
integrate digital fingerprint and digital watermarking for 
security reasons.  
Combining digital watermark and biometric for data security 
and authentication is an emerging area and therefore, there 
have been only a few published papers. Irrespective of the 
technique or method used, the main objective of all these 
techniques is to produce a secure technique, which does not 
degrade the quality of the cover image and reduce 
recognition accuracy. Pankanti and Yeung (1999) proposed 
a fragile watermarking method for fingerprint image 
verification. The authors showed that their watermarking 
technique does not lead to a significant performance loss in 
fingerprint verification. Ratha et al. (2000) used WSQ 
(Wavelet Scalar Quantization) scheme to hide data in 
fingerprint images. Uludag et al. (2001) proposed 
watermarking methods that preserve the quantized gradient 
orientations at and around watermark embedding locations 
and singular points in the fingerprint image. Ahmed and 
Moskowitz (2005) used digital watermarking technique and 
Fourier transformation to protect fingerprint images used in 
forensic analysis. Noore et al. (2008) proposed a digital 
watermarking technique using face and demographic text 
data as multiple watermarks for verifying the chain of 
custody and protecting the integrity of a fingerprint image. 
Similar work was also done by Jain (2000). Zebbiche et al. 
(2006) proposed another method using watermarking to 
protect fingerprint data. They introduced an application of 
wavelet-based watermarking method to hide the fingerprint 
minutiae data in fingerprint images. A study on the 
implementation of fingerprint watermark for the protection 
of intellectual copyrights was conducted by Hui et al. 
(2008). In their work, the authors used spatial domain, DCT 
domain of multi-bits embedded watermark methods to 
embed and extract information of the fingerprint 
characteristics. 
A careful analysis of the review identified the fact that even 
though several studies have been performed to protect 
fingerprint images using watermarking techniques, the 
performance comparison of techniques is sparse. This fact 
motivated the formation of this paper and compares two 
such techniques. The paper is organized as below. Section 1 
provides an introduction to watermarking and biometric 
watermarking systems, Section 2 discusses the two 
algorithms selected for the study and Section 3 presents the 
experimental results. Section 4 concludes the work with 
future research directions.  
 
II FINGERPRINT WATERMARKING 
SYSTEMS 
 
This paper discusses two fingerprint watermarking systems, 
hereafter referred to as Model-1 (Zebbiche et al., 2009) and 
Model-2 (Vasta et al., 2006). The primary objective of both 
the models is to protect fingerprint images during 
transmission using watermarking techniques. This section 
explains the working of both the systems. 
Model-1  
Any fingerprint image has two regions, foreground or ridges 
area and background or the noisy area near the edges. In 
Model-1, as the first step, the fingerprint to be watermarked 
is segmented using an adaptive threshold technique to 
extract the fingerprint edges from the background. This step 
produces a binary mask image called “segmentation mask”. 
In the second step, the segmentation mask is partitioned into 
non-overlapping blocks, where each block is classified as 
either “ridge block” or “background block” according to the 
number of foreground pixels belonging to that block. A 
block is considered to be a ridge block, if and only if, all the 
block‟s pixels are classified as a ridge pixel. In the final 
step, a binary “watermarking mask” is produced with a 
value of 1 if the block belongs to the ridges area and 0 
otherwise. The watermark is embedded in only those layers, 
which belong to the ridges area. Discrete Cosine 
Transformation and Discrete Wavelet Transformation 
(DWT) domain are used to embed the watermark.  
After the selection of blocks to carry the watermark, a DCT 
transformation is applied to the blocks. This results in 64 
coefficients which are zigzag scanned (i.e., arranged in 
decreasing order) to obtain one dimensional vector X[N] 
representing the entire set of the DCT coefficients to be 
watermarked. The DC component for each block is not used.  
The watermark is embedded by steps described in Figure 1.  
 
The procedure used while using DWT domain to embed the 
watermark is explained below. First the blocks selected for 
embedding the watermark is transformed using the level 1 
DWT, which results in (i) a low resolution  subband (LL), 
(ii) high-resolution horizontal subbands (HLl ,HLl−1, ..., 
HL1), (iii) high-resolution vertical subbands (LHl, LHl−1, 
..., LH1), and (iv) high-resolution diagonal subbands (HHl, 
HHl−1, . . . ,HH1). A watermark is embedded in the high-
resolution subbands. The watermark is the same as Figure 1. 
The algorithm uses two secret keys, which are used during 
watermark sequence generation (K1) and in order to 
increase the security level, Model-1 introduces some 
Algorithm - 1 
(i) The sequence and watermark sequence are partitioned 
into nonoverlapping divisions. 
(ii) Each division is multiplied by 1, which is determined by 
its associated binary sequence information bit. This is 
performed in order to obtain the amplitude-modulated 
watermark (Uses secret key K2 to generate the 
sequence).  
(iii) In the next step, the watermark is embedded using 
Equation (1) where xi[k] and yi[k] are the set of original 
and watermarked coefficients respectively and  is the 
gain factor that is used to control the strength of the 
watermark. 
 Yi[k] = (1 - wi[k] bi) xi[k] (1) 
Figure 1 : Embedding Procedure of Model 1 
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uncertainty about the selected coefficients altered by 
permuting the transformation coefficients using a key K1. 
The advantage of this technique is that the hidden 
watermark can be retrieved only if the entire procedure 
through which the watermark has been generated along with 
the secret keys K1 and K2 is known. Thus, a three level 
security to the fingerprint is provided. A maximum-
likelihood (ML) estimation scheme is used as watermark 
extraction to increase the performance and is explained in 
Zebbiche et al. (2009).   
Model 2 
In Model 2, the fingerprint protection is performed using 
watermarking technique that uses a combination of DWT 
and LSB. The watermark embedding and extraction 
algorithms are given in Figure 2 and Figure 3 respectively. 
 
 
 
 
The advantage with this technique, changes in Ir, results in 
different hash values and thus makes the watermark 
undetectable. It is very difficult to calculate the hash value 
Hr, without knowing the secret key K. Moreover, the usage 
of high order bits results in an image, ensures that the image 
quality is not degraded and thus maintains the biometric 
verification performance. 
 
III RESULTS AND DISCUSSION 
 
This paper evaluates the algorithms based on the verification  
Accuracy and quality of dewatermarked images of the two 
models. The models were tested using 10 attacks, namely, 
JPEG with Quality Factor 50%, JPEG 2000 with Quality 
Factor 50%, Gaussian Noise (3 x 3), Median Filter (3 x 3), 
Blurring (3 x 3), Gamma (0.5), Cropping (10 pixels), Resize 
(90%), Rotation (10o) and Affine Transform. The system is 
also evaluated when no attacks was performed.  
1. DWT is applied and the detailed subbands are 
divided into equal sized blocks of size (2M – 1) 
x (2N – 1). 
2. For each block, the block boundaries are 
synchronized with the M x N blocks formed 
during the embedding process. 
a. For each block, Ir, a message block (MBr) 
is formed by selecting few high order bits 
from each pixel of that block. A key K, 
which is sufficient large to prevent 
watermark removal attacks is appended 
to MBr.  
b. The cryptographic has of the MBr is 
computed using Equation (2) 
c. The synchronized block boundaries are 
identified by comparing the last few bits 
of Hr with the LSBs of pixels in every block 
and its neighboring blocks. 
3. The first positive phase coefficient whose 
value is less than the threshold hold is 
identified from each block and the watermark 
bit is extracted from that coefficient. 
4. The remaining bits are extracted by computing 
the pixel position of each block where the bit 
was embedded. The pixel positions are 
calculated using Equation (3) and the MSB of 
Hr is analyzed to determine if the actual value 
or its complement was inserted and the bit is 
thus extracted. 
5. These extracted bits are arranged to form the 
watermark image and IDWT is applied on the 
watermark image to generate the watermark 
extracted fingerprint image. 
Figure 3 : Extraction Procedure of Model 2 
1. A 2-D DWT is performed and the detailed subbands 
are divided into equal sized blocks (M x N) with its 
coefficients numbered in raster scan order. 
2. From each block, the first wavelet positive phase 
coefficient whose value is greater than threshold is 
selected and the second LSB of this coefficient is 
replaced by one bit from the watermark image.  
3. If the number of bits in the watermark image is 
less than the number of blocks in the fingerprint 
image, then all bits of the watermark image can be 
embedded. Otherwise, the following procedure is 
used. 
a. For each block, Ir, a message block (MBr) is formed 
by selecting few high order bits from each pixel of 
that block. A key K, which is sufficient large to 
prevent watermark removal attacks is appended to 
MBr.  
b. Using this K value, a cryptographic hash value is 
calculated using Equation (2) [. 
  Hr =  H (MBr) k                     (2)    
c.        The pixel position for embedding the 
watermark bit is calculated as the mod value of Hr 
and MxN, that is,  
[Hr mod M x N].    
 (3) 
During the actual embedding, the original 
watermark bit is embedded if MSB of Hr is equal to 
zero else the complement of the watermark bit is 
embedded.  
4. After successful embedding of all the bits from the 
watermark image, Inverse Discrete Wavelet 
Transformation (IDWT) is applied on the 
coefficients to generate the final secure 
watermarked image.  
Figure 2 : The Embedding Procedure of Model 1 
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The models were evaluated using a fingerprint database 
having 1000 fingerprints collected from 500 individuals. 
The size of the fingerprint images was set to 512 x 512.  The 
matching algorithm was performed using the minutiae 
matching proposed by [5]. Tables 1 show the verification 
results when the models were subjected to various attacks. 
It can be seen from the table, under normal condition, that 
is, when the watermark was subjected to no attacks, all the 
three models produced high recognition accuracy. Model 1 
in DCT domain produced 98.64 %, Model 1 in DWT 
domain produced 99.39% and Model 2 produced 99.48% 
recognition accuracy. While comparing between the three 
algorithms, Model 1 in DWT domain performed better than 
the other two models. For all the other types of attacks, 
Model 2 seems to produce better results. 
In this paper, the quality of the fingerprint image after 
extracting the watermark is computed using Peak Signal to 
Noise Ratio. The results obtained during experimentation 
are presented in Table 2. The table reports the results 
obtained for 10 images from the database and the same trend 
was obtained for all the images. The ten cover fingerprint 
images and the watermark image are shown in Figure 4. 
 
Table 1 : Verification Results 
 
Attack 
Model 1  
(DCT) 
Model 1 
(DWT) 
Model 
2 
No attack 98.64 99.48 99.39 
JPEG (50%) 98.53 99.67 99.25 
JPEG 2000 (50%) 98.64 99.62 99.36 
Gaussian Noise (3x3) 98.64 99.40 99.21 
Median Filter (3 x 3) 72.66 88.09 85.33 
Blurring (3 x 3) 97.89 99.49 99.02 
Gamma (0.5) 99.87 99.19 99.48 
Cropping (10 pixels) 79.12 84.32 99.25 
Resize (90%) 75.43 81.88 99.36 
Rotation (10o) 71.76 78.68 99.21 
Affine Transform 63.12 71.54 85.33 
 
 
 
 
 
 
 Table 2 PSNR OBTAINED FOR VARIOUS MODELS 
 
Image 
Model 1 
(DCT) 
Model 1 
(DWT) 
Model 2 
(DWT + LSB) 
Finger1 38.42 40.23 32.56 
Finger2 38.26 41.99 33.65 
Finger3 39.02 40.56 33.45 
Finger4 39.12 41.44 32.88 
Finger5 38.99 41.23 33.12 
Finger6 38.67 40.39 34.23 
Finger7 39.23 41.87 34.16 
Finger8 39.41 41.65 32.75 
Finger9 39.33 40.54 32.89 
Finger10 39.76 40.77 33.01 
From Table 2, it can be seen that Model 1 in DWT domain 
produces better quality images, followed by Model 1 in 
DCT domain. The quality of the image slightly degrades 
with Model 2. 
 
 
 
 
 
 
 
 
 
 
 
From the results obtained, it can be concluded that the 
watermarking of fingerprint image is highly successful 
while using DCT, DWT or DWT + LSB techniques. All the 
three models produce high recognition results and produce a 
high quality image after dewatermarking. 
 
IV CONCLUSIONS AND FUTURE WORK 
 
Watermarking techniques are increased used in biometric 
security systems for authentication requirements and they 
use biometric characteristics such as face, voiceprint, 
fingerprint, etc. Out of these, fingerprint image is considered 
more reliable for personal authentication. They are 
considered good choice because of two very important 
characteristics, its uniqueness, and permanency. However, 
the major disadvantage with fingerprints is that it can be 
forged by hackers or criminals. 
However, as the need for security increases, research for 
more permanent form of biometric, which is difficult to 
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replicate, is considered. One such biometric is human iris. 
Iris recognition is based on visible features, i.e. rings, 
furrows, freckles, and corona and is considered very 
challenging, as they possess a high degree of randomness. 
The Iris is essentially formed by 8 months, and remains 
stable through life. Statistically more accurate than even 
DNA matching since the probability of 2 irises being 
identical is 1 in 10 to the power of 78 (Daugman and 
Downing, 2001). The future research direction is planned in 
the direction of protecting Iris watermarking for security and 
authentication. Here, biometric can act as an access granting 
mechanism in the source and destination place and upon 
successful identification, a watermark as an additional 
security can be used to authenticate an image.   
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